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Decision/action requested

Discussing the problem of API Invoker onboarding situation
2
References

[1]
3GPP TS 33.122
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Rationale

When the API invoker is onboarding, CCF provides back all information of being onboarded, in case of OAuth also including an onboard secret and expiry time. So far, the CCF can offboard the API invoker, or API invoker can also offboard itself. 
The only way of renewal of security parameters is to initiate an offboarding process and do a new onboarding again with the updated/renewed security parameters. The procedure is triggered by the API invoker over CAPIF-1 or CAPIF-1e. However, this offboarding makes the API invoker no longer a recognized user of the CCF. While this relates to security, it also has a user experience aspect. E.g., if CAPIF wants to update the onboard secret expiry, then the only way possible is to first offboard the API invoker and then onboard again, which results in service interrupt due to offboarding.
On the other hand, it is desirable that the API invoker or CCF can update the onboard secret, preferably without offboarding the API invoker first. In addition to the security aspect, this would also avoid a bad user experience and it would offload both API invoker and CCF, i.e. API invoker does not need to onboard again and CCF does not need to re-register the same API invoker in its system. 

Hence, the API invoker and the CCF should be able to securely update security related onboarding information. 
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Detailed proposal

It is proposed to update TS 33.122 to allow the API Invoker or the CCF to update security related onboarding information without offboarding the API invoker.
Opinions by companies are requested, whether it needs be added to CAPIF Ph.3 security study, or as FASMO TEI 18 CR since correcting the security-related behaviour. Depending on the outcome of this discussion, we will prepare contributions for the next meeting.
